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WirelessDefence.org's Wireless Penetration Testing Framework

See http://www.vulnerabilityassessment.co.uk for the full Penetration Testing Framework

[EWireless Penetration
EWireless Toolkit
[=wireless Discovery
CIAerosol

I:l&?lAi rfart

IZI&?.’!:A phopper
I:l&?lA pradar

OOkama

D&?J:Kismet

CIMini Stumbler

CINetstumbler

O wellenreiter

CIwifi Hopper

CwirelessMon
[=IPacket Capture

CJAiropeek

D Airtraf

LIA psniff

CiCain

Cwireshark
[=EIWEP/ WPA Password Attack Tools

I:l&?lAi rcrack-ptw

oA Ai rcrack-ng

I:lﬁ:Ai rcrack

I:l&?lAi rsnort

O cowpatty
I:l&?lwgg attack
I:l&?lwgg crack
O Airbase
Clwzcook
(=L eap Attack Tools
O adeap
Odthe leap cracker
D&?lanwrgp
[=IFrame Generation Software
LJAirgobbler
Oairpwn
ClAirsnarf
CICommview
Dfake ap
I:l&?lvoid 11
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http://asleap.sourceforge.net/
http://www.thc.org/home.php
http://www.securiteam.com/tools/6O00P2060I.html
http://www.tuca-software.com/
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BAwifi tap
Cwifitap -b <BSSID> [-o0 <iface>] [-i <iface> [-p] [-w <WEP key> [-k <key id>]] [-d [-V]] [-h]
=M apping Software
K nsgem
[=JFile Format Conversion Tools
[ns1 recovery and conversion tool
Clwarbable
Elwarkizniz
[warkizniz04b.exe [kismet.csv] [kismet.gps] [nsl filename]
ivstools
EIDS Tools
wiDz
[CIwWar Scanner
[CISnort-Wireless
OAirDefense
CIAirMagnet
[=IWLAN discovery
EUnencrypted WLAN
ElVisible SSID
[=ISniff for IP range
CMAC authorised
EIMAC filtering
[=ISpoof valid MAC
BALinux

Uifconfig [interface] hw ether [MAC]

Elﬂmacchanger
[JRandom Mac Address:- macchanger -r ethO
[Omac address changer for windows
CImadmacs
COTMAC
CSMAC

[=Hidden SSID
[=IDeauth client
EOQAH@I ay-ng
[laireplay -0 1 -a[Access Point MAC] -c [Client MAC] [interface]
EIECommvieW
[ITools > Node reassociation
& Avoidil
[lvoid1l penetration wlan0 -D -t 1 -B [MAC]
=IWEP encrypted WLAN
[=Visible SSID
[=IWEPattack
[=wepattack -f [dumpfile] -m [mode] -w [wordlist] -n [network]
[=ICapture / Inject packets
[=IBreak WEP
20 AA rcrack-ptw
[aircrack-ptw [pcap file]
A rcrack-ng
Uaircrack -g -n [WEP key length] -b [BSSID] [pcap fil€]
ElﬂﬂAirmort
[IChannel > Start
@ AWEPCrack

Uperl WEPCrack.pl
[./pcap-getlV .pl -b 13 -i wlan0
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http://freshmeat.net/projects/widz
http://www.networkchemistry.com/products/roguescanner.php
http://snort-wireless.org/
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http://www.airmagnet.com/products/enterprise.htm
http://www.wirelessdefence.org/Contents/LinuxWirelessCommands.htm
http://www.alobbs.com/macchanger/
http://www.codeproject.com/tools/MacIdChanger.asp
http://www.irongeek.com/downloads/MadMACs.zip
http://www.technitium.com/tmac/index.html
http://www.klcconsulting.net/smac/default.htm#download
http://download.aircrack-ng.org/
http://www.tamos.com/download/main/ca.php
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[=IHidden SSID
EDeauth client
EOﬂAir@I ay-ng
[laireplay -0 1 -a[Access Point MAC] -c [Client MAC] [interface]
=& commview
[ITools > Node reassociation

28 Avoidil

[Clvoid1l hopper
[Clvoid1l penetration [interface] -D -s [type of attack] -s [station MAC] -S[SSID] -B [BSSID]
EWPA / WPA2 encrypted WLAN
[=IDeauth client
[=ICapture EAPOL handshake
[=IWPA / WPA 2 dictionary attack
EfoéﬁcoWPAtty
[1./cowpatty -r [pcap file] -f [wordlist] -s [SSID]
[1./genpmk -f dictionary_file -d hashfile_name -s ssid
[1./cowpatty -r cature file.cap -d hashfile_name -s ssid
e 2 TN rcrack-ng
Uaircrack-ng -a 2 -w [wordlist] [pcap file]
EILEAP encrypted WLAN
[=IDeauth client
[=IBreak LEAP
Bdasen
[1./asleap -r data/libpcap_packet_capture file.dump -f output_pass+hash file.dat -n
output_index_filename.idx
[1./genkeys -r dictionary_file -f output_pass+hash file.dat -n output_index_filename.idx
EATHC-LEAPCracker
Lleap-cracker -f [wordlist] -t [NT challenge responsg] -c [challenge]

[=1802.1x WLAN
[=ICreate Rogue Access Point

El&:iA irsnarf

[=IDeauth client
[ElAssociate client
[ElCompromise client
[=IAcquire passphrase / certificate
[wzcook
[IObtain user's certificate

Bdake ap
Cperl fakeap.pl --interface wlan0
Cperl fakeap.pl --interface wlan0 --channel 11 --essid fake_name --wep 1 --key [WEP KEY]

B Hotspotter
[ElDeauth client
[=lAssociate client
[=EICompromise client
[=IAcquire passphrase / certificate
Clwzcook
[CJObtain user's certificate

E&E.Karma

[EIDeauth client
[=]Associate client
[ElCompromise client
[=lAcquire passphrase/ certificate
Clwzcook
CJObtain user's certificate
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./bin/karma etc/karma-lan.xml

Elﬂ.Li nux rogue AP
ElDeauth client
[=lAssociate client
[=ElCompromise client
[=lAcquire passphrase / certificate
Clwzcook
CJObtain user's certificate
[=IResources
EURL's
CIWirel essdefence.org
Owardrive.net
[CWireless Vulnerabilities and Exploits (WVE)
[=\White Papers
[IBreaking 104 bit WEP in less than 60 seconds
[OOwWeaknesses in the Key Scheduling Algorithm of RC4
[J802.11b Firmware-Level Attacks
CIwireless Attacks from an I ntrusion Detection Perspective

Ol mplementing a Secure Wireless Network for a Windows Environment

[=ElICommon Vulnerabilities and Exploits (CVE)

[=Vulnerabilties and exploit information relating to these products can be found here: http://cve.mitre.org/cgi-bin/

cvekey.cgi?keyword=wireless
[=12007

CMultiple cross-site scripting (XSS) vulnerabilities in Cisco Secure Access Control Server (ACS)

CJAruba Mobility Controllers and Alcatel-L ucent OmniAccess Wireless do not properly implement

authentication and privilege assignment for the guest account

[CHeap-based buffer overflow in the management interfacesin Aruba Mobility Controllers and Alcatel-

Lucent OmniAccess Wireless

Ointel 2200BG 802.11 Wireless Mini-PCI driver allows remote attackers to cause adenial of service

[=Wireless Assessment. The following information should ideally be obtained/enumerated when carrying out your wireless assessment.
All thisinformation is needed to give the tester, (and hence, the customer), a clear and concise picture of the network you are assessing.
A brief overview of the network during a pre-site meeting with the customer should allow you to estimate the timescal es required to

carry the assessment out.

[=ISite Map
ERF Map
[LLines of Sight
[EISignal Coverage
[IStandard Antenna
[IDirectional Antenna
ElPhysical Map
[ITriangulate APs
[ISatellite Imagery
EINetwork Map
EIMAC Filter
CIAuthorised MAC Addresses
[IReaction to Non-Authorised MAC Addresses
[=lEncryption Keys utilised
=EWEP
EKey Length
[ICrack Time
LKey
EWPA/PSK

[=IPre-Shared Key, (PSK) where every user is given the same pass-phrase. WiFi Protected Access, (WPA /

WPA 2) improved authentication and encryption.
[HTemporal Key Integrity Protocol (TKIP)

EITKIP. The Interim solution to replace the notoriously weak WEP.

LKey
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ClAttack Time
[=lAdvanced Encryption Standard (AES)
=1 AES (ak.aWPA2 and 802.11i). The preferred standard for the encryption for securing

sensitive data.
LKey
CAttack Time
[=1802.1x
ODerivative of 802.1x in use
[=]A ccess Points
EIESSID

[=IExtended Service Set Identifier (ESSID).
[OBroadcast ESSIDs
[EIBSSIDs
[=IBasic Service Set Identifier (BSSID).
Ivendor
CIChannel
[JAssociations
[IRogue AP Activity
[EWireless Clients
EIMAC Addresses
[vendor
[CJAdhoc or Infrastructure Mode
CJESSID Probes
[CJAssociations
Eintercepted Traffic
LIEncrypted
OIClear Text



